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DEVELOPING CYBER HYGIENE SKILLS IN CHILDREN AS A
FOUNDATION FOR THEIR INFORMATION SECURITY UNDER MARTIAL
LAW

Olha HABORETS

The active use of digital technologies by children significantly increases the risks
associated with information security, particularly during martial law, when information
attacks become an integral part of hybrid warfare. Children often become targets of
manipulation, harmful content, and psychological pressure online. Key threats include
cyberbullying, where children are subjected to harassment on social media; phishing
attacks aimed at stealing their personal data; and harmful content that can affect their
psycho-emotional state and shape distorted perceptions of reality. Disinformation is
another powerful factor used to manipulate public opinion, necessitating the education
of children on mechanisms for its recognition.

To minimize these risks, it is essential to implement educational programs on the
fundamentals of cyber hygiene, teach children how to verify information, and properly
utilize digital protection tools. Parents and teachers play a crucial role, as they must
possess a sufficient level of cyber security awareness and actively engage with children
during their internet use. State and public initiatives should also focus on fostering
digital literacy among young people, strengthening the protection of their personal data,
and creating a safe online environment.

Recommended measures include developing national educational initiatives that
integrate digital security courses into school curricula, enhancing the digital
competence of parents, and establishing mechanisms for monitoring threats to children
in cyberspace. Another critical aspect is international cooperation and the
implementation of innovative methods for preventing cyber threats, including the use of
artificial intelligence technologies to detect harmful content.

Special attention should be given to the rise of new types of digital threats, such
as deepfakes, which can be used to create manipulative content, and cyber grooming—
techniques employed by criminals to build trust with children for exploitative purposes.

Developing skills to counter digital fraud schemes, which are becoming increasingly
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sophisticated, is also crucial. Integrating modern analytical methods and machine
learning algorithms for monitoring and preventing such threats can be a key step in
ensuring the cyber security of the younger generation.

In the context of digitalization and growing cyber threats, fostering a culture of
cyber hygiene among children must become a fundamental component of the overall
education and security system of the state. Only a comprehensive approach that
includes educational, technological, and legal measures will effectively protect children
from information threats and equip them with the ability to use digital technologies
safely.
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INCUXOJIOT'O-HEJATI'OI'TYHI ACHEKTHA ®OPMYBAHHSI A ®POBOI
BE3IIEKHN Y AITEHU 3 OCOBJIMBUMU OCBITHIMMU ITOTPEBAMHA

3axap JOJII'OB, Baagucias KOCKOUEHKO

CydacHe CyCHUIbCTBO XapaKTEpU3YEThCA CTPIMKHUM PpO3BUTKOM LUDPOBUX
TEXHOJIOT1M, 110 3HAYHO BIUIMBAE€ HA BCl aCHEKTU KUTTS, 30KpeMa Ha OCBITY IiTeH 3
ocob0nmuBuMu ocBiTHIMU noTpedamu (OOII). Oxanak uudpoBe cepeoBHUIle MICTUTh HE
JIUIIIE MOXJIMBOCTI, a ¥ pU3UKH, TIOB's3aH1 3 Oe3mekoro nmitedd. Taki JiTH MOXYTh MaTH
pI3HOMaHITHI crienu@iuyHi KOTHITMBHI BIAXWJICHHS, IO 3HAYHOIO MIpPOIO BIUIMBAE HA
iXHIO peakliio Ta ajanTalliio, 3AaTHICTh JO KPUTUYHOTO MUCIIEHHS, PO3Ii3HABaHHS
3arpo3 Ta Ha (POHI IILOTO MiIBUIIICHHS TPUBOKHOCTI.

[Ipobnema 3abe3neueHHs 1udponoi 6e3neku aiteit 3 OOII € akTyanbHOIO Yepe3
iXHIO TIOBUINEHY BPa3MBICThL 10 KiOep3arpo3. Yepe3 cmemnudivyHi KOTHITHBHI
cnorBopenHs mitd 3 OOIl wacTimme CTHKAIOThCS 3 HENPUUHATTAM B MEPEXi,
KiOepOyIIHIOM, MaHIMyJSLIsIMU, COIlaIbHUMU CUTHAJIaMU JIIOJIEN Ta TPyJHOIIAMHU B
coLliaTbHUX KOMYHIKamisx. lle Bumarae po3poOKH cCHEIialbHUX IICUXOJOTO-
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