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INNOVATIVE DEVELOPMENT OF TECHNOLOGIES IN TRAINING
FUTURE LAW ENFORCEMENT SPECIALISTS

Abstract. The article examines the issue of effective use of information
technologies in the educational process of universities of internal affairs of Ukraine
with the aim of forming in subjects the skills and abilities necessary for the use of
modern information technologies in the practical activities of a law enforcement
specialist, improving the skills of professional work with computer devices and
networks , electronic document circulation, information systems for the use of
digital technologies in the practical activity of combating crime. At the same time,
the authors analyzed the content of educational disciplines directly aimed at the
formation and development of information and communication competence and
proposed changes to work programs in accordance with active reforms in
legislation, changes in information and communication systems of various bodies
due to the introduction of martial law in Ukraine. The relevance of the introduction
of electives in the field of "cyber security" into the educational process is
substantiated. The analysis of professional disciplines with the systematic
application of digital technologies was carried out: the use of relevant virtual
simulators, software and hardware complexes, laser simulators. An important place
in the professional training of future law enforcement specialists is occupied by the
use of modern information and interactive technologies in professional disciplines,
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which involves the activation of the cognitive activity of cadets, ensuring a high
level of professional competence and the ability for professional development. In
the future, it is planned to investigate in detail the possibilities of applying the
experience of developed countries in higher education institutions of Ukraine to
improve the system of professional training of specialists in the security and
defense sector.

Keywords: information technologies, teaching aids, educational process,
professional training, law enforcement activities, University of Internal Affairs.

Hypkan Ogexkciii [leTpoBUY KaHAUAAT IOPUIMYHHAX HAYK, 3aBiTyBad Kadenapu
CHCIalbHUX  JUCHHUIUIIH  Ta  TpodecCiiiHOi  MiJIrOTOBKH, KpuBopizbkuii
HABYAIbHO-HAYKOBHM THCTUTYT JIOHEIBKOTO JEepP)KaBHOTO YHIBEPCUTETY BHYTPIIIHIX
cnpas, M. Kpuswii Pir, https://orcid. org/0000-0002-0273-1902

I'aGopenpr Ogabra AmnapiiBHa goktop Qinocodii, moueHt xadenpu
OTICPaTUBHO-PO3IITYKOBOI JIsUIBHOCTI Ta 1H(opMariiiiHoi Oe3neku, JloHembKmiA
JEp’)KaBHUM  YHIBEPCHTET  BHYTpPIIIHIX  cmpaB, M.  KpONmMBHUIBKHIA,

https://orcid.org /0000-0001-7791-6795

Jlyaron Oubra MukoJaiBHa KaHIUMJAT TMEJArOTIYHUX HAyK, JAOLUEHT
Kadeapu ONepaTUBHO-PO3IIYKOBOI MisUIBHOCTI Ta 1HGOpMaIiiHOI Oe3mnekH,
JloHeubKU Jep>KaBHUI YHIBEPCUTET BHYTPIIIHIX cIpaB, M. KponMBHUIBKHIMA,

https://orcid.org/0000 -0001-8128-0072

IHHOBALIMHUIA PO3POBOK TEXHOJIOT'TA MIATOTOBKH
MAMBYTHIX ®AXIBIIB TIPABOOXOPOHHOI JISIJTbHOCTI

AHOTanis. Y cTarTi MOCHIIKEHO MHUTaHHA €(EKTUBHOTO BUKOPHCTAHHS
1HpOpMaILIHUX TEXHOJIOTIN Yy HaBYAIBHOMY MPOIECI YHIBEPCUTETIB BHYTPIIIHIX
ciopaB YKpaiHu 3 MeTOr0 (OpMYBaHHS y CyO’€KTIB YMiHb 1 HABUYOK, HEOOX1THHX
JUIST BUKOPUCTaHHS CydacHUX 1H(GOpMAIIHHUX TEXHOJIOTIH Yy MpaKTUYHIN
TIsTTbHOCTI  (DaxiBIE  IPaBOOXOPOHHOT  rajys3i, TMIJABHUINCHHS  KBasmidikari
npodeciiiHoi poOOTH 3 KOMIT FOTEPHUMU MPUCTPOSIMU Ta MEPEXKAMHU, EIIEKTPOHHUM
JOKyMEHTO00ITOM, 1H(OPMAIIHHUMU CUCTEMaMHU ISl BUKOPHUCTAHHS IH(PPOBHUX
TEXHOJIOT1M y MPaKTU4YHIA AISUIBHOCTI MO OOpoTHO1 31 37104MHHICTIO. BogHouac
aBTOpPAMM TMPOAHATI30BAaHO 3MICT HaBYAJIbHUX JUCUUIUIIH, O€3M0ocCepeHbo
CpsiMOBaHUX Ha (OpPMyBaHHA Ta PO3BUTOK 1H(HOPMAIIITHO-KOMYHIKAI[IHHOT
KOMIIETEHTHOCTI Ta 3alPOIIOHOBAHO 3MIHM JO POOOYUX MpOorpaM BiAMOBITHO IO
nirounx pedopM y 3aKOHOJABCTBI, 3MIH B 1H(QOpMAIIHO-KOMYHIKAIIMHIX
CHUCTEeMaxX pI3HUX OpPraHiB BHACIIJOK BBEJEHHS BIMNCHKOBOIO CTaHy B YKpaiHi.
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OOrpyHTOBaHO  aKTyalbHICTh  BIPOBA/DKECHHS B  HaBUAIBHHMHA  MPOLEC
(dakynpTaTUBIB 3a HampsMoM «kiOepOesneka». [IpoBeneno anamiz ¢axoBux
JUCLMILIIH 13 CUCTEMHHUM 3aCTOCYBaHHSIM LU(POBUX TEXHOJIOT1H: BUKOPUCTAHHS
BIJIMOBIJHUX BIPTYaJlbHUX CHUMYJSTOPIB, MPOTrPpaMHO-TEXHIYHUX KOMILIEKCIB,
Ja3epHUX CcUMyISITOpiB. Barome wmicie y mpodeciiiHii MiAroToBIl ManOyTHIX
PaBOOXOPOHIIIB  TOCIJIa€  BUKOPUCTAHHS CydacHUX 1HGOpMAIIMHMX Ta
IHTEPaKTUBHHUX TEXHOJIOTIH MPU BUKJIAJaHH] (PaxOBUX AUCIUILIIH, 110 Nepegdoadae
AKTHBI3alllI0 MI3HABAIBHOI JISIBHOCTI KypCaHTIB, 3a0€3MeYeHHs] BUCOKOTO DPiBHS
npodeciiiHoi KOMIETEHTHOCTI Ta 31aTHOCTI A0 NPOQECiiHOT AISUIBHOCTI. PO3BUTKY.
Hanani nnaHyeTbest A€TaJbBHO JOCHIAMTH MOJKJIMBOCTI 3aCTOCYBAHHS JOCBIAY
PO3BMHEHHUX KpaiH y BUIIMX HaBUYAJIbHUX 3aKjlafiaX YKpaiHW Uil BAOCKOHAJIEHHS
cucteMu npodeciitHoi miAroToBkM (axiBiiB CEKTOPY O€3MEKH i 000pOHHU.
KurouoBi ciioBa: iHbopmariiitHi TEXHOJIOT11, 3aCO0M HaBUaHHS, HABYAIbHHIMA
nporiec, mpodeciiiHa MIArOTOBKA, IMPABOOXOPOHHA [isUIbHICTh, YHIBEPCUTET
BHYTPIIIIHIX CITPaB.

Statement of the problem. High-quality education is the most important
issue for the development of society, and practically oriented professional training
of future law enforcement specialists in the field of information technology (IT)
use is now extremely important to ensure a high level of security in society, proper
countermeasures against crime. Especially now, in 2022, in the conditions of
constantly existing and potential threats in the field of cyber security, the legal and
organizational foundations of ensuring the protection of vital interests of citizens,
society and the state, national interests of Ukraine in cyberspace determine the
importance of IT in law enforcement activities. This determines the need to find
effective ways and methods for timely prevention of threats and their destructive
consequences, as well as maintaining such a defense potential of our state that will
guarantee its security and sovereignty [1]. An important factor is the formation in
subjects of training of the abilities and skills necessary for the use of modern IT in
the practical activities of a law enforcement specialist, improving the skills of
professional work with computer devices and networks, electronic document
management, information systems for the use of digital technologies in the
practical fight against crime.

Analysis of recent research and publications. The analysis of scientific
and methodological works confirms that the problem of improving the quality of
professional training of future police officers by means of information technologies
Is the subject of research by many scientists of Ukraine. The peculiarities of the use
of IT in law enforcement activities and their consideration in the organization of
the educational process of higher education institutions in order to improve it were
considered by scientists: G. Artyushin [1], V. Bondarenko [2], I. Katerynchuk [6],
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R. Mishenyuk [7], A. Movchan [8], E. Nazymko [13], R. Pavlenko [9], K. Tushko [1],
O. Fedorenko [10], V. Khakhanovsky [11], A. Shklyar [12] and others.

We agree with A. Movchan [8] that the creation of complexes for computer
and analytical intelligence and equipping the operative and information-analytical
units of the National Police with them requires the improvement of the system of
training specialists who possess both legal and special technical knowledge in the
field of information technologies . It should be emphasized that the ability to
perform information and analytical work is needed not only by employees of
information and analytical units, but also by all subjects of operative and
investigative activity, without exception, who perform information and analytical
work as a special operative and investigative function. At the same time, the
scientist notes that, in most cases, the professional level of operative units does not
meet modern requirements, insufficient attention is paid to the use of the latest
information technologies, which has a negative impact on obtaining operational
intelligence.

The problem of information provision of law enforcement agencies of
Ukraine, as noted by I. Katerynchuk [6], is the issue of training personnel for these
agencies, who would combine a high level of knowledge, abilities and skills both
in the legal field and in the field of information technologies. This is explained by
the fact that the training of specialists involves training at the user level in the field
of information technologies, which is not enough for effective activity in the field
of information support of law enforcement agencies, as well as the basics of legal
knowledge of specialists in technical sciences. Attempts to combine all the
necessary knowledge, abilities and skills during higher education for one reason or
another have not yet ended with a positive result. Therefore, the specified problem
is still waiting to be solved.

Scientist Fedorenko O. [10] singles out the following modern trends in
improving the process of professional training of future police officers: the use of
information technologies in the educational process; use of multimedia learning
tools; use of interactive methods and forms of conducting training classes.

At the same time, Pavlenko R. [9] claims that information, communication
and audiovisual technologies are the foundation for building the structure of a new
educational environment, organizing a new type of educational space. In order to
improve the educational process, the scientist recommends creating situational
centers and using them during the study of special disciplines. The situational
center is a kind of laboratory for expert research of simulated and simulated
situations, which are specially created by the teacher. As the researcher notes,
situational modeling provides an opportunity to implement tasks related to rapid
monitoring of data, analysis of trends in the development of the situation,
forecasting and modeling of behavior at the strategic and operational levels.
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The aim of the article. Based on the analysis of scientific and pedagogical
intelligence, our own experience and taking into account the rapid development
and implementation of digital technologies in all spheres of our lives, we consider
it appropriate to improve the professional training of future law enforcement
specialists using information technology tools.

An example of the basic material. The modern world is characterized by
the rapid development of information technologies, the creation and development
of new methods and means of transferring, storing and processing information, and
the complete computerization of society. Information technologies are being
actively implemented in law enforcement activities. For example, the activities of
patrol police inspectors directly include the use of digital technologies: the use of
information technologies when working with databases during patrols, the use of
radio communication and video recording in the work of patrol officers,
maintaining official documentation, familiarization with the new provisions of the
Traffic Rules, road registration - traffic accidents, etc.

The educational program “Law enforcement activities (police)” at the
Donetsk State University of Internal Affairs provides for the study of the
disciplines “Information technologies”, “Information support of professional
activity”, the main purpose of which is the formation of cadets' knowledge, skills
and abilities to clearly set goals, evaluate the results of task performance , to
determine logical connections between phenomena and concepts, to plan and organize
the performance of professional tasks with the help of information and technological
devices and processes, etc. As a result of such an organization of the educational
process, future law enforcement officers form an informative component of
professional competence, as its important and relevant component [1].

Graduates of higher education in the field of knowledge 26 "Civil security"
in the specialty 262 "Law enforcement activities" of the educational program "Law
enforcement activities" of the Uzhhorod National University of Higher Education
and Research in the process of studying the discipline "Information law" study the
main sources of information law, institutes of information law, modes of access to
of information, members of the information society, acquire the skills to use
available and accessible information databases for professional activities, learn to
critically analyze the information contained in them and evaluate it.

Disciplines directly aimed at teaching students how to work with
information technologies in law enforcement activities are related to such subjects
as "Constitutional law", "Life safety and occupational health”, "Ukrainian
professional language", "Foreign language", etc. and is the basis for studying the
disciplines "Information support of internal affairs bodies"; "Legal statistics™;
"Legal documentation"; "Fundamentals of management in internal affairs bodies;
"Operational investigative activities" and others.
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Understanding the insufficient amount of allocated hours and the limited
coverage of topics in the above disciplines of information and communication
technologies, with the aim of improving the professional training of future law
enforcement specialists by means of information technologies, universities of
internal affairs introduce electives into the educational process. For example, the
Dnipropetrovsk State University of Internal Affairs practices optional courses on
cyber security. The relevance of cyber security electives is extremely important,
since according to the National Police of Ukraine, there is a clear trend of an
increase in the number of cybercrimes. So, if 2,900 crimes were committed in
2015, then in 2019, for comparison, more than 4,000 cybercrimes were committed
in Ukraine [4]. The issue of cyber security in the conditions of martial law is
especially relevant. In Ukraine, the cyber police face such crimes as online fraud,
theft of funds from bank cards, from bank accounts when using client banks,
interference with electronic computers, gaining access to personal data, etc. [4].

On the importance and necessity of creating electives in the format of mixed
education in such subjects as digital marketing, cyber security, entrepreneurship,
etc. emphasizes the Ministry and the Digital Transformation Committee of
Ukraine, which plans

radically "digitalize™ Ukrainian education. For this purpose, the Ministry and
the Digital Transformation Committee of Ukraine developed 4 main tasks: 100%
electronic document flow; provision of educational institutions with e-textbooks
and online educational resources; giving students and parents access to digitized
lesson plans, lesson materials, as well as the schedule and grades in the e-diary;
creation of electives in the format of mixed education [4].

Information technologies are actively implemented in the teaching of
professional disciplines. Specialists in the field of fire training note that exercises
using virtual simulators have an extremely powerful educational and
developmental impact [2]. One of the types of simulators that is actively used in
fire training classes of future law enforcement officers is a laser shooting range,
where the use of computer games with a specially prepared plot is provided as
targets. Therefore, the shooter can influence the development of the interactive plot
thanks to his accurate shots. The use of modern innovative technologies makes it
possible to use real firearms in the educational process [2].

Electronic software and hardware educational and training shooting complex
Interactive multimedia laser shooting range "Rubin-U" and its modifications are
actively used by educational institutions of the Ministry of Internal Affairs and the
National Guard (Lviv, Kharkiv, Zaporizhzhia, Zolochiv); military departments
(Sumy, Mykolaiv); combat units of the Armed Forces of Ukraine (Khmelnytskyi,
Zaporizhzhia, Zhytomyr); security units of the NPP of Ukraine; non-departmental
security units of the Dnipro Cascade HPP (Vyshhorod, Zaporizhzhia); military
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lyceums (Sumy, Kyiv); public organizations (GO "White Wolf Center for Special
Tactical Training" (Kyiv), shooting club "Polygon™ (Zaporizhia), Training Center
"SOT" (Chernihiv), etc. [5]. Among the advantages of "RUBIN -U" can include:
high injury safety, ammunition saving mode, universality of training, the
possibility of designing training exercises, high throughput of training subjects,
variety of programmed small arms, availability of more than 25 shooting programs
and designers, mobility of the laser shooting range.

The use of information technologies in universities of internal affairs of
Ukraine contribute to the active implementation of interactive teaching methods
(lecture-discussion, group dialogues, role-playing, situational modeling, brain-
storming, debate, training games) with the aim of forming professionally important
skills and abilities, because they allow modeling the conditions of future
professional activity [1].

Therefore, a characteristic feature of the use of information technologies in
law enforcement activities is the provision of organization and activation of the
educational and cognitive activities of future police officers, the development of
professional skills, which combines the provision of feedback, the implementation
of automated diagnostics, monitoring, control of knowledge, skills and abilities;
interactivity (situational, business games, training classes, practical tasks, seminar
classes); optimization of the educational process by reducing reproductive actions
and operations when teaching initial material and saturation with information
resources; increasing information competence as an important component of the
professional competence of future police officers [12].

Optimizing the professional training of investigators, criminal investigation
workers, precinct police inspectors, psychologists, experts in the field of
countering cybercrimes is possible under the condition of introducing modern
interactive and information technologies into the educational process, which
provide for the activation of the cognitive activity of cadets, ensuring a high level
of professional competence and the ability for professional development , giving
educational and cognitive activity a creative, research direction [12].

The concept of reforming education in the Ministry of Internal Affairs of
Ukraine is based on certain principles. One of the defining principles is the use of
the latest technologies during the training of law enforcement specialists, taking as an
example the best practices of training law enforcement agencies of developed
countries using the latest technical means of training law enforcement specialists.
Thus, the Federal Law Enforcement Training Center in the United States of America
is looking for and developing alternative educational technologies, especially
computer simulations and simulations, augmenting existing teaching methods [3].
Decree No. 64/2022 "On the introduction of martial law in Ukraine" of
February 24, 2022 also influenced the need to make appropriate adjustments to
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educational disciplines that are directly related to information technologies. For
example, in the discipline "Information support of professional activity" for cadets
of the 2nd year of the specialty "262 Law enforcement™ and students of the 3rd
year of the specialty 081 "Law" of the Donetsk State University of Internal Affairs
in topic No. 4 "Risks and threats in the field of information provision" a subtopic
was added " Cybersecurity in the conditions of martial law™" and consideration of
changes to the Criminal Code of Ukraine regarding increasing the effectiveness of
the fight against cybercrime in the conditions of martial law is envisaged. Topic
No. 8 "Information and analytical support for law-making and law enforcement
activities" includes consideration of information and analytical support under
martial law conditions, and topic No. 5 "Computer technologies in legal activity"
provides for the study of the features of state registration and functioning of
unified and state registers, the holder of which is the Ministry of Justice, under
martial law. During the training of the discipline "Information support of
professional activity", it is also planned to familiarize students with the following
new legal acts: On amendments to the Criminal Code of Ukraine to improve the
effectiveness of combating cybercrime in the conditions of martial law: Law of
Ukraine dated 03/24/2022 No. 2149 - IX; On amendments to some laws of Ukraine
regarding the ban on the production and distribution of information products aimed
at promoting the actions of the aggressor state: Law of Ukraine 2109-1X dated
03.03.2022; On amendments to some legislative acts of Ukraine regarding the
strengthening of criminal liability for the production and distribution of prohibited
information products: Law of Ukraine 2110-1X dated 03.03.2022; On amendments
to the Criminal Procedure Code of Ukraine and the Law of Ukraine "On Electronic
Communications” regarding increasing the effectiveness of pretrial investigation
"on hot tracks" and countering cyberattacks: Law of Ukraine 2137-1X dated
15.03.2022; On amendments to Article 114-2 of the Criminal Code of Ukraine
regarding improvement of liability for unauthorized dissemination of information
on means of countering armed aggression of the Russian Federation: Law of
Ukraine 2178-1X dated 04/01/2022; On amendments to the Law of Ukraine "On
Electronic Communications” regarding improving the efficiency of the
organization of the work of suppliers of electronic communication networks and/or
services under martial law: Law of Ukraine 2240-1X dated 03.05.2022; Some
issues of state registration and operation of unified and state registers, the holder of
which is the Ministry of Justice, in the conditions of martial law: Decree of the
Cabinet of Ministers of Ukraine of March 6, 2022 No. 209; Some issues of
ensuring the functioning of information and communication systems, electronic
communication systems, and public electronic registers under martial law
conditions: Resolution of the Cabinet of Ministers of Ukraine dated March 12,
2022 No. 263 and others.
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Taking into account active reforms in legislation, changes in information
systems of various fields, there should be corresponding changes in the content of
educational disciplines related to the study of network information technologies
and their use in professional law enforcement activities, electronic document
management software, risks and threats in the field of information provision,
computer technologies in legal activity, information means as a source of
information regarding the circumstances of the crime, information and analytical
provision of law-making and law-enforcement activities, including under
conditions of martial law, etc. Separate emphasis should be placed on the study of
cyber security under martial law, preventing the exponential increase in cyber
attacks in Ukraine.

Conclusions. The introduction of distance learning and martial law
accelerated the creation and active implementation of specialized electronic
courses, electronic databases of educational materials, and virtual simulators in the
training of future law enforcement officers. It is expedient to take into account and
introduce the considered modern trends of improving the process of training future
police officers for professional activity into the educational process of the law
enforcement institution. In the future, it is planned to investigate in detail the
possibilities of applying the experience of developed countries in higher education
institutions of Ukraine to improve the system of professional training of specialists
in the security and defense sector.
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